SA WG2 Temporary Document

Page 2

SA WG2 Meeting #S2-122bis
S2-175421
August 21 – 25, 2017, Sophia Antipolis, France
(was S2-17xxxx)
Source:
Samsung
Title:
DN Authorization Profile
Document for:
Agreement
Agenda Item:
6.5.4
Work Item / Release:
5GS_Ph1/ Rel15
Abstract of the contribution: This paper proposes a DN authorized profile after successful DN authentication/authorization.
1
Discussion
It has been agreed to authenticate/authorize the UE by a DN-AAA server, however, it is unclear which SM/QoS policy is used for the PDU session for the case where the external DN performed the secondary authentication/authorization. In order for the DN-AAA (which can be either the operator’s DN-AAA server or the operator partner’s DN-AAA) to provide user-specific policy QoS profile, it is proposed that the DN-AAA sends the DN authorized profile for the UE’s PDU session to the SMF during successful authentication.
For your information, an example call flow is described as the figure-1 below. In the step 10, the proposed DN authorized profile is sent to the SMF from the DN-AAA. In addition, the SMF may validate the DN profile with PCF as shown in the step 12.
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Figure 1. Example call flow for DN-AAA authentication/authorization
2
Proposals
It is proposed to adopt the following in TS 23.501. 
* * * * (First Change) * * * *
5.6.6
Secondary authentication/authorization by a DN-AAA server during the establishment of a PDU session

At the establishment of a PDU Session to a DN:

-
The DN-specific identity (TS 33.501 [XX]) that a UE may be authenticated/authorized by the DN.

NOTE: the DN-AAA server may belong to the 5GC or to the external data network.

-
If the UE provides authentication/authorization information corresponding to a DN-specific identity during the establishment of the PDU session, and the SMF determines that authentication/authorization of the PDU session establishment is required based on the SMF policy associated with the DN, the SMF passes the authentication/authorization information of the UE to the DN via the UPF. If the SMF determines that authentication of the PDU session establishment is required but the UE has not provided authentication/authorization information, then the SMF rejects the PDU session establishment.

-
The DN AAA server may authenticate/authorize the PDU session establishment.
- 
When DN AAA server authorizes the PDU session establishment, it may send DN authorization data for the established PDU session to the SMF. The DN authorization data for the established PDU session may include
-  either a reference to a locally configured authorization data in the SMF or 
-  PDU Session AMBR

Such DN authentication and/or authorization takes place for the purpose of PDU session authorization in addition to:

-
The 5GC access authentication handled by AMF and described in clause 5.2.

-
The PDU session authorization with regard to subscription data retrieved from UDM enforced by SMF.

Based on local policies the SMF may initiate DN authentication and/or authorization at PDU session establishment.

The UE provides over NAS SM information required to support user authentication by the DN.

NOTE 1:
The way for the UE to acquire such information is not defined.

When SMF adds an PDU session anchor (such as defined in clause 5.6.4) to a PDU session DN authentication and / or authorization is not carried out but SMF policies may require SMF to notify the DN when a new prefix or address has been added to or removed from a PDU session.

Indication of PDU session establishment rejection is transferred by SMF to the UE via NAS SM. 
If the DN-AAA sends DN authorization data for the established PDU session to the SMF and dynamic PCC applies to the PDU session, the SMF requests the PCF to validate the DN authorization data for the established PDU session. If the DN-AAA does not send DN authorization data for the established PDU session, the SMF may use locally configured information.
At any time, a DN AAA server may revoke the authorization for a PDU session.
* * * * (End of Change) * * * *
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